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1.0 Description of the Service

The DB Secure Authenticator (DBSA) is an authentication token available as a hardware or mobile
application (i0OS and Android) that allows users to securely log-in and authorise instructions and
transactions.

Using the DBSA, users can log-in by scanning the QR code that generates a One-Time-Password
on the device, or by generating an OTP directly after inserting the 6-digit PIN.

To authorise a transaction, DBSA uses the device’s camera to scan the transaction details displayed
online as a cryptographic QR code. The app then displays the respective OTP to sign the specific
transaction.

This ensures the highest level of security and is aligned to the dynamic linking regulation under the
Payment Services Directive Il in Europe and to “You Sign What You See” in Asia.

1.1 DBSA Availability
DBSA is available as:

e Soft Token (e.g., mobile app available on iOS and Android)

o Available everywhere with the exception being Android in China
e Hard Token (e.g., hardware device like DigiPass 770R)

o Not offered in China.

1.2 DBSA and Strong Customer Authentication

Strong means of authentication are required to ensure that only the entitled individual can retrieve
information, initiate or authorise a transaction on specific Deutsche Bank accounts.

Strong customer authentication is one of the main pillars in the overall fraud prevention and
detection strategy as ultimately any other controls circle around and back to it in order to verify the
identity and original intent of an authorised banking partner. It is also a global theme in a regulatory
context whether it is in Asia where it is referred to as Two Factor Authentication, the Americas
where it is referred to as Multiple Factor Authentication, or Europe where it is referred to as Strong
Customer Authentication.

The concept is always the same in that an authentication is considered strong enough as long as it
builds up on two separate elements being either possession (e.g., a token, an app, a smartcard),
knowledge (e.g., PIN, password), or inherence (e.g., biometrics).
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2.0 Downloading / Procuring DBSA Token

In order to use the DB Secure Authenticator, you will need to download the soft (mobile) version
or order the physical device.

2.1 Downloading DBSA Mobile Application

To download the DB Secure Authenticator mobile app, proceed to your App Store of choice:

1. iOS App Store
2. Google Play Store

Search for “DB Secure Authenticator” and install the application.

Apple App Store Google Play Store
2 Download on the [cagigel]
@& App Store D\ Google Play
App S B GooglePiay camm s o a o
DB Secure Authenticator « DB Secure Authenticator
[ R

[— o — o] gl
: = Appsupport v
. : * = Vors 7y Dautsche Barik
(=)
( i
- = 7
Aot

2.2 Ordering a DBSA Physical Token

GenoStore
0B Authenticatorfor Deutsche Bank  Corperate Bank To order the DB Secure Authenticator Physical

Token, please either:

[

1. Reach out to your Deutsche Bank contact; or
2. Access the Genostore Webshop at
https://genostore.de/dbco/ to order the token.

= B

r'
geec
goooe
geec
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3.0 Activating your DBSA Mobile App
3.1 Open the app and accept the terms and conditions displayed.

Deutsche Bank

e Bank
Authenticator Secure Authenticator

Terms and
Conditions

Deutsche Bank Secure
Authenticator Terms & Conditions
("TaC's")

NOTE: Any corporations or institutions
domiciled in South Korea who wish to
use the DB Secure Authenticator ("the
app") would not be bound by the T&C's,
regardless of whether their employee or

na—
authority.

4. How long do we keep your
Personal Data?

Your personal data will be retained as long
as necessary to provide you with the
services, i.e. during the term of the contract
on the use of the application. Once our
relationship has come to an end, we will
delete or anonymize your data, unless
statutory retention requirements apply or if
necessary to establish, exercise or defend a
legal claim. This also applies to passively
collected information, unless you object to
the respective processing in which case we

agent authorized to use the app clicks
"Accept” button displayed on the
bottom right of this page

will erase or anonymize such information.

5. Contact us

In case of data protection related questions
and to exercise the rights mentioned in Sec.
3 please refer to the "Help & Contact”
section within the application.

1. Introduction

The Deutsche Bank Secure Authenticator
{the "App") is provided to you (the user of
the App) by:

« Deutsche Bank AG, Taunusanlage 12,
60325 Frankfurt/Main, Germany, if

you are located in Germany (for
further company information see Decline
here);

3.2 Create a PIN for your device.
e Create and confirm your 6 Digit PIN.

Please confirm
your PIN

Please set your PIN

OHI JKL dld GHI KL MNO
7 8 9 7 8 9
PORS Tuv wXYZ . PORS Tuv wxyz

0 K 0 )
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3.3 Log into Autobahn to Register Security Device

This step requires you to log into Autobahn to register your DB Secure Authenticator.

Autobahn

Jsemame | newdbsetup@test com

e @
L /=
ogin Mode | password =
aNgUage. | English i
Submit Gloas Form

ness
Unauthorised Access Warning: Access 1o this service 1S
F ted uniess a

Disclaimer & Privacy Policy ~ Cookie Notice ~ Cyber Fraud Prevention
Copyright © 2020 Deutsche Bank AG, Frankfurt am Main

e Click “Register Security Device”
e Enter your username and password*

*|f this is the first time you are logging into Autobahn, you will need to insert your initial one-time
login password.

As a part of your user set up, you would have received a welcome email with an encrypted PDF
that contains the one-time credentials. To obtain the PIN to unlock the encrypted PDF, it has
been sent to your colleague or Deutsche Bank service team (please refer to that email). Please
reach out accordingly to them to obtain the PIN to then get your one-time login credentials.
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3.4 Click Activate Token

Deutsche Bank o e
Authentication Gateway

Autobahn

DB Secure Authenticator Activation
Cyber Fraud Prevention

we are upgrad
cure Authentic

Activate Now

3.5 Scan First QR-Code and Input First Activation Code

You will now see a QR code on the screen.
Go to your DB Secure Authenticator

e Click “Activate Device”
e Click “Via Scanning of QR Code”

Please Choose Your Method to
Activate Your Device

i

Via Scanning of QR-Code

Device not
activated

5:‘

Via Registration 1D

Activate device

Refer to the next page for continued instructions for 3.5.
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e Click “Next”
e Click “OK” to allow the app to utilise its camera

Please scan the first activation “Authenticator” Would Like to
QR-code found on the Access the Camera
activation portal

Scan QR-code

In order to start the activation, please
press "Next” If you want to cancel the
activation, press "Cancel”.

e Using the DB Secure Authenticator, scan the first QR code displayed on the device
launching Autobahn.

e After scanning the first QR code, you will receive a code on your DBSA device.

e Input the abovementioned code into the first activation code field.

¢ Click “Validate” on the device launching Autobahn.

e Press “Next” on your DBSA device.

Activation Code

/_/

N, Vi

M

You successfully scanned the
first activation QR-code.

Tl

g it it i) * | LoMaicale |3 Please enter the following code on the
activation screen;

Cancel | [ Continue First Activation Code
2814 4531 4236

In order to continue the activation,
please press "Next"
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3.6 Confirm Scanning of First QR Code

On your DB Secure Authenticator device:

e Click “Yes” to confirm.
e Press “Next” to proceed.

In order to finalize the

Code has fully been submi activation please scan the
on the activation screen.

Please confirm the first Activation

second activation QR-code.

In order to finalize the activation,
please press "Next".

3.7 Receive and Scan 2" QR-Code and Input 2" Activation Code

Deutsche Bank

Autobahn

Dear User

You are in the process of activating your DB Secure Authenticator.

o You will receive an email containing the
second QR-Code

(sender: db-direct.alerts@db.com)

o Using your DB Secure Authenticator, scan the
second QR code.

This is the second activation QR-code to complete the activation.

|
Please follow the steps below

1. Please scan the code with your DB Secure Authenticator.
2. A7 digit activation code will be generated on the token.

Please enter the same against 'Second activation code’ field on your activation screen to proceed further.
Please note:

1f your DB Secure Authenticator has timed-out/tumed off by the time you receive this email,

DB Secure Authenticator will ask for the first QR-code again, once it is tuned back on. In this case to complete the activation please:

« Scan the first QR-code again, which is still displayed on the activation screen
« Follow the instructions on the DB Secure Authenticator and scan the second QR-code from this mail


mailto:db-direct.alerts@db.com
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Refer to the next page for continued instructions for 3.7.

¢ Insert the second activation code into the second activation code field.
e Click “Continue” on the device launching Autobahn.
e Press “Done” on your DB Secure Authenticator.

Deu Bank
AutObahn Secure Authenticator
Activation Code

Please use your DB Secure Authenticator to scan the first activation QR code.
You successfully scanned the
second activation QR-code.

First activation QR code:

To complete the activation enter the

First activation code: Validate |8 following code on the activation

screen and confirm with "Done”.
Please make sure you continue to follow the instructions on DB Secure Authenticator

and check your registered email for the second activation QR-code. . .
Second Activation Code

I Second activation code: eeeeses| | 4804822
Cancel |[( Continue )
e In order to finish the activation, please

press "Done".

EECYE

3.8 Confirm Scanning of Second QR Code

e Click “Yes” on your DB Secure Authenticator to finish.
e The DBSA homepage will appear.

Please confirm the second Activation
Code has successfully been submitted
on the activation screen.

Scan One Time
QR-code Password

Challenge /
Response Transactions
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3.9 Complete your device registration.

e Click complete on your device launching Autobahn.
e Wait for 30 minutes before logging back in.
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4.0 Activating your DBSA Hardware Token

4.1 Unpack the device.

e Insert batteries into the DBSA Hardware Token.
e Switch on the device by pressing the orange button with the POWER button.

v‘/ﬂ W ’ AN

SRy

- ——
Digipass® 770R
Made in China

=

4.2 Set the device’s language.

e Scroll to select the language.
e Confirm the language selection.

Select language
» English
Deutsch
Francais
Espaniol
Nederlands

AR

Selected language
English

AN

a3
55
RS

TSNS

IR

el e
L
-
S

»“vT‘f &

XX

S
.,

. -
S . vty

S

DN
NI

N

N
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4.3 Set the device’s PIN

e Click “Continue” to create PIN.

e Enter desired PIN.

e Confirm desired PIN.

e Click “Continue” to acknowledge.

—

IV (AN

Enter New PIN Confirm PIN

Please create a
6 digit personal
PIN for this
active Token.

A

o= _.
S

NS

_,?{

SRS

——

Continue

N
S

S

SN

==

5

R

Y

_—

SSSSSNNa

T

PIN
saved successfully.

Continue
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4.4 Log into Autobahn to Register Security Device

This step requires you to log into Autobahn to register your DB Secure Authenticator.

RequestAccess  »

Autobahn

" Usemame: newdbsetup@test.com

Cyber Fraud Prevention

O Remember my Usemame B

Deutsche Bank has established a comprehensive

*PasSWOrd: [veseses
l 1 information and cyber security program with a high
standard financial industry security govemnance
Login Mode: | password v framework and organization to implement control and

adherence to security policies and standards in
conjunction with evolving business requirements,

Language: | English ~ regulatory guidance and an emerging threat
landscape

Nevertheless it's important that you protect yourself by

understanding the evolving fraud schemes and that
you Tollow the best practices to mitigate internet
payment fraud

Reset DB Secure Authenticator
Order DB Secure Authenticator
Forgot Password?
REgIster Securty Device
ET-DTERe o0
Download
Security Awareness
Unauthorised Access Warning: Access 1o this service is
prohibited unless authorised. Accessing programs or data
unrelated to your job is prohibited

Disclaimer & Privacy Policy | Cookie Notice ~ Cyber Fraud Prevention
Copyright © 2020 Deutsche Bank AG, Frankfurt am Main

e Click “Register Security Device”
e Enter your username and password*

*|f this is the first time you are logging into Autobahn, you will need to insert your initial one-time
login password. This can be obtained in two ways depending on your user set up:

As a part of your user set up, you would have received a welcome email with an encrypted PDF
that contains the one-time credentials. To obtain the PIN to unlock the encrypted PDF, it has
been sent to your colleague or Deutsche Bank service team (please refer to that email). Please
reach out accordingly to them to obtain the PIN to then get your one-time login credentials.
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4.5 Click Activate Token
On your device with Autobahn launched, click “Activate Token”

Deutsche Bank Postiche Sk vy
Authentication Gateway

Aytobahn

DB Secure Authenticator Activation
Cyber Fraud Prevention

4.6 Scan First QR-Code and Input First Activation Code

e Using the DB Secure Authenticator, click “continue”.
e The camera functionality will open.

AW AN

NS

—
SaS

s
=

This device is not
activated. Please
scan the first
activation QR-code

Ay o\
D SRR
-,
*;:.é}}
e, NN

RS

AV AVAS

S
N

AVAYS -
T ‘:’A

~——

-l o I
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e Using the DB Secure Authenticator, scan the first QR code displayed on the device
launching Autobahn.

e After scanning the first QR code, you will receive a code on your DBSA device.

¢ Input the abovementioned code into the first activation code field.

e Click “Validate” on the device launching Autobahn.

e Press “Next” on your DBSA device.

TH A
Autobahn

Please enter the

following code

on the activation
screen:

Activation Code

415479343711

Cancel Done

Cancel Continue

4.7 Confirm Scanning of First QR Code

On your DB Secure Authenticator device:

e Click “Yes” to confirm.
e Press “Continue” to proceed.

—_—
—

B ¥

Please confirm the

first activation code Please scan the

T

has successfully v second activation
been submitted on f’ QR-code.
the activation screen 1]
N,
\J
No Yes N Cancel Continue

-~ ,:;‘ YA o

@
(1 M2 Ma
(7 Jls Jlo]

s-’ )
(1 J(2 J(3
(7 Xl Jlo]
, e
TAKAY YV RS U AY XV
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4.8 Receive and Scan 2" QR-Code and Input 2™ Activation Code

Deutsche Bank

Autobahn

Dear User

You are in the process of activating your DB Secure Authenticator.

. You will receive an email containing the
second QR-Code

(sender: db-direct.alerts@db.com)

o Using your DB Secure Authenticator, scan the
second QR code.

This is the second activation QR-code to complete the activation.

|
Please follow the steps below

1. Please scan the code with yous DB Secure Authenticator.
2. A7 digit activation code will be generated on the token.

Please enter the same against 'Second activation code’ field on your activation screen to proceed furthe.
Please note:

1f your DB Secure Authenticator has timed-out/turned off by the time you reccive this cmail,

DB Sccure Authenticator will ask for the first QR-code again, once it is tumed back on. In this case to complete the activation please

*  Scan the first QR-code agam, which is still displayed on the activation screen
+  Follow the instructions on the DB Secure Authenticator and scan the second QR-code from this mail

¢ Insert the second activation code into the second activation code field.
e Click “Continue” on the device launching Autobahn.
e Press “Done” on your DB Secure Authenticator.

A hn

S

)
§\\

S

Activation Code

Please use your DB Secure Authenticator to scan the first activation QR code.

P —

o8

To complete the
activation enter the
following code on
the activation
screen

9062412

Cancel

-
(+ X5 o]
BAEE

First activation QR code:

Done

First activation code 7Véild;(e7J 2]

Please make sure you continue to follow the instructions on DB Secure Authenticator
and check your registered email for the second activation QR-code.

l Second activation code: eeeeses| |

Cancel
o @
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4.9 Complete your device registration

Autobahn

e Click complete on your device
launching Autobahn.

e Wait for 30 minutes before logging
back in.

After 30 minutes you can login using your new device.

Thank you for registering DB Secure Authenticatar.

R —
(Compiee T
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5.0 DBSA Functionalities and Capabilities

5.1 Scanning QR Codes - Prerequisite of at least one active token

When scanning a QR code, the client should hold the device upright in front of the QR image to
enable QR scanning.

For mobile app:

e When clicking “Scan QR Code”, the mobile camera needs to be enabled and allowed.
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5.2 Logging in with DB Secure Authenticator (After Activation)

Instructions on how to log in using either the DB Secure Authenticator (DBSA) app or physical
token, scanning the QR code or using the One Time Password (OTP) to log in.

Logging in using a QR Code

e When clicking “Scan QR Code”, the mobile camera needs to be enabled and allowed.
e Select the QR-CODE Option

Autobahn £

e |usomeme@iest.com Cyber Fraud Prevention

% LognMode. | DB Secure Authenticator v

With the DB Secure Authenticator Mobile App

e Launch the DB Secure Authenticator (DBSA) mobile app.

e Insert your six-digit PIN to open the app.

e Select “Scan QR-Code” option.

e Scan QR-Code displayed on the computer screen.

e Insert code generated by the app into Response Code field and press Submit.

Review Transaction

TITLE
LOGIN
USERNAME:
SOFT-TOO A

Please enter the code if the displayed
data is correct.

1930603

Scan another QR-code
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With the DB Secure Authenticator Physical Token

e Switch on the physical token device by pressing the POWER button.
Scan QR-Code displayed on the device logging in.

[ ]
e Insert six-digit PIN.
e Insert the code generated by the device into Response Code field on device logging in.

=

=

Enter your PIN : LOGIN
A USERNAME

AN
IR

YA AT

N

EAARAS

-

s

1381131

s 2

e,
e e

.
IS
.

R
s

i
7
(]

ey

—_)@ D@
i 12
I ool oo
i = ™ Sl 1)

S

¥

8
£y
14

Logging in using an OTP (one-time password)

e Using a device, log into https://autobahn.db.com/login
e Insert your username and select login mode as DB SECURE AUTHENTICATOR.

e Select the OTP option.

Autobahn £

mame. yearnamed@test.com Cyber Fraud Prevention
R waene 1B

e Login Mode. DB Secure Authenticalor hd

DBSA Login :.1.\‘..

anguage  English e

Submit Claar Form |

Disclaimer & Privacy Policy | Cookie Notice | Cyber Fraud Prevention
opyTight © 2020 Deutsche Bank AG, Frankfun am Main
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With the DB Secure Authenticator Mobile App

e Launch the DB Secure Authenticator (DBSA) mobile app.
e Insert your six-digit PIN to open the app.

e Select “One Time Password” option.

e Insert OTP into login screen and press submit.

One Time Password (OTP)

32441876

Your OTP

will expire in
30 seconds.

With the DB Secure Authenticator Physical Token

e Switch on the physical token device by pressing the POWER button.
e Insert six-digit PIN.
e Insert OTP into login screen and press submit.

4

Enter your PIN

RN
————

Your one time
password 1s

AN

L

R
s T, T ——

—

TR
-~V
=

01023008

—
=Ve

g

ancel )

= | 55
D D ¥/ @D ED E
(2 I ) e 1y D E @
4

D T B
o]

i 5

R

B e
e

d
’
¢
Y
’
1
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6.0 DBSA Settings (For mobile application)

6.1 Change DBSA Login PIN — for mobile app

e Click “Change your PIN”.

Enter your current PIN.

e Setanew desired PIN.

Confirm the new desired PIN by re-entering it in.
Success.

Wl EE 4G 1:20 4 o % N 4G b4 i 77% ol EE 4G 10:01

Deutsche Bank Deutsche Bank Deutsche Bank
Secure Authenticator Secure Authenticator Secure Authenticator

f  Change your PIN

Please enter your Please set a
current PIN new PIN

Biometric Settings

Push Settings

The PIN has to be a 6 digit numbers
Easy combinations (000000, 123456, etc.)
and birthdays are not allowed

8
L]
P Activate New Token
V]

Activated Tokens

1 2 3 1 2 3

Help & Contact ABc DEF Asc DEF
4 5 6 4 5 6

B Terms & Conditions GHI JKL MNO GHI JKL MNO
: 7 8 9 7 8 9

© Imprint PQRS TUV wxyz PQRS TUV wXvYz

0 About

Wl EE 4G 10:01 A RT = alEE 4G 10:01

Deutsche Bank Deutsche Bank

Secure Authenticator Secure Authenticator

Please confirm your

new PIN /\\//

Success!

You successfully changed your PIN.
You can continue using DB Secure
Authenticator with your new PIN.

1 2 3
4 5 6
7 8 9
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6.2 Activate multiple soft tokens.

Log-in to https://login.isso.db.com/websso/sso_multi_auth_flex Logon.sso with DBSA as a

login mode/

Click on “Add

Deutsche Bank

Services | Help | Language Settings

You are here: Services | Login

Login LOg in
Change Password
" Welcome to the Authentication Gateway (Web SSO). By logging in with your Email and , Web

Forgot Password? SSO provides access o all Deutsche Bank applications for which you are registered

Register Security Device Email-* remco-a. borst@dbpum.eu
Self.Diagnostic Tool
[ Remember my Username B
Download
Login Mode: DB Secure Authenticator| /|

DBSA Login Mode™ O oTP

@® QR Image

Scan QR image from DBSA app or vasco physical device

Fields marksd with an asterisk () must be completed

Unauthorised Access Warning: Access to this service
s prohibited unless authorissd. Actessing programs o
data unrelated o your job is prohibited

New Device” to get to the activation screen

Deutsche Bank Group

Authentication Gateway

Services ‘ Help | Language Settings

You are here:  Services

Welcome
Add New Device

Logout

Welcome

Welcome

Welcome to the Deutsche Bank Authentication Gateway Rem Borst.

You last logged in on October 2, 2018 2:35:14 PM BST_ If you believe this to be incomect, then
please contact your support representative.

Name - Description
Autobahn Insight Autobahn Insight

dl db-direct internet

db-direct internet
corporates and financial institutions to access cash management, FX
trade finance and

Deutsche Bank's db-direct internet provides a single global platform for
corporates and financial institutions to access cash management, FX,
trade finance and domestic custody services.

db-direct internet
db-FSF db-FSF

DBDI db-direct Internet (dbdi) is the Internet based global electronic banking

channel used by GTB business for providing cash, Trade and custody
e Bt

Deutsche Bank's db-direct internet provides a single global platform for

Infeet Search )

Updates
Security Awareness

Deutsche Bank is committed to
the security of our Intemet
solutions and to providing our
valued customers with
information on safe

computing Click here to see
recommended best practices
for safety while using online
services.

/

Intemet Search 3

Updates
Security Awareness

Deutsche Bank is committed to
the security of our Internet
selutions and to providing our
valued customers with
information on safe
cemputing.Click here tc see
recommended best practices
for safety while using online
services.
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Services | Help | Language Settings

You are here:  Activation Code

Welcome
Add New Device

Logout

Activation Code

Please use your DB Secure Authenticator to scan the first activation QR code.

First activation QR code:

First activation code:

Second activation code:

Cancel || Continue

Intemet Search

Updates
Security Notification

The media has reported on a
security breach affecting
encryption software
“OpenSSL"We have updated
your access certificate as a
precautionary measure

To this end, we kindly also ask

a you to change your Password
| Validate ‘ for security reasons.

e Onyour DB Secure Authenticator Mobile App, select “Activate New Token”

e

e Press “Via Scanning of QR Code”

X

0o

Change your PIN

Push Settings

Activate New Token

O v B

B

Activated Tokens

Help & Contact
Terms & Conditions
Imprint

About

enticator

Please Choose Your Method to
Activate Your Device

i

Via Scanning of QR-Code

Via Registration ID

e Follow steps 3.6 from the earlier section onwards to activate the token.
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6.3 Change Token ID name in case of multiple tokens (mobile app)
If you have more than one Token ID installed on a mobile device, it may be hard to identify the
token ID based on the FDN number. Hence, you can add a name to easily recognise the token.

e Click on “Activated Tokens”
e Click on the pencil icon of the token to be updated
e Addanew name.

ol EE 4G 11:20 ol EE 4G 11:20

Deutsche Bank / Deutsche Bank
Secure Authenticator Secure Authenticator

B Change your PIN Delete or Rename

» _ , Active Tokens
Biometric Settings

0]

Push Setti

@ Push Settings i Activated Token P
& Activate New Token = OO 6780272
o

Activated Tokens

K Help & Contact
B» Terms & Conditions
© Imprint
I Cancel ]
0 About

6.4 Delete an activated token.

e Select “Activated Tokens”
e Press the trash icon next to the token you would like to delete
e Press “Delete”
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7.0 DBSA Settings (For hardware device)
DBSA hardware tokens are not available for DB China.

7.1 Enter Settings

e Press and hold POWER button for 5 seconds.
e Use left grey button to scroll across options.

Settings
> Help
Language
View active Token
Delete active Toker
PIN change
About

7.2 Select Language

e From the settings menu in 7.1, select the language option
e Press OK

e Scroll and select the desired language

e Confirm your selection.

Select language
» English
Deutsch
Frangais
Espanol
Nederlands

T

-

7

]

%
Ll

1y
14

g
f
/

==

=S

———

S
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7.3 Change Device PIN
From the settings menu in 7.1. Select PIN change and press OK

Select Token

Enter PIN to confirm.

Enter your new desired PIN.
Confirm PIN.

Settings
Help

Language
View active Token
DRelate active Tokes

» PIN change

ABOUT

Press Continue.

D
e
D@0
1T

Enter New PIN

Select Token
» FDRA241883-]
-

Enter your PIN

Confirm PIN

D g
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7.4 Delete Active Token

e From the settings menu in 7.1. Select “Delete Active Token” and press OK.
e Select the token.
e Enter the device’s PIN.

Settings
Help
Language

View active Toke
» Delete active Toker
PIN change

About

-

AY

.
(e (el
D@

11 AV

Confirm deletion.
Acknowledge deletion.
To activate a new token, follow steps 4.0 onwards.

Please confirm that
you want to delete
the active Token
FDR4241883-17

-

DO
Do
4
A

A s v 2as

e ——

nN

Delete Token
FDR4241883-]
-

SN

>

SN,

Ao

1
i
i
!

AY

S

SRR

RN

—
S e

-

Token
FDR4241883-1
was deleted
successfully

(e

‘i el

(2 s &)
ClE ] o]

A AV rar

Enter your PIN

—a—

] @D EDE

DEE
, D@
f

jflnn: A

=

Device not activated

!

i

7
§
']

4
g9

AT
P v
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8.0 Reset your DB Secure Authenticator

8.1. Go to Autobahn and click “Reset DB Secure Authenticator”

Deutsche Bank

Deulsche Bank Group

Authentication Gateway

Services | Help ‘ Language Settings

You are hers:  Services | Login

Login

System Requirements

Reset DB Secure Authenticatol |

Order DB Secure Authenticator

Self-Diagnostic Tool

Download

Choaose your Login Mode:

to access all Deutsche Bank applications.
that you are already registered.

Welcome to the Authentication Gateway
(Web SSO) Login

[’ Please enter your Email

[ Remember my Username (1]

[’ Please enter your Password

Fields marked with an asterisk (*) must be completed
Unauthorised Access Wamning. Access fo this

service is prohibited unless authorised. Accessing
programs or data unrelated to your job is prohibited

8.2. Provide your username to receive reset confirmation

Leave the window open

Services | Help | Language Settings

You are here:  Services  Reset DB Secure Authenticator

Login
System Requirements

Reset DB Secure Authenticator
QOrder DB Secure Authenticator
Change Password

Forgot Password?

Register Security Device
Self-Diagnostic Tool

Download

Login

System Requirements

Reset DB Secure Authenticator
Order DB Secure Authenticator
Change Password

Forgot Password?

Register Security Device
Self-Diagnostic Tool

Download

Username "

Enter user name o reset DB Secure Authenticator

Reset DB Secure Authenticator

[absa_o069@test com

J

| Submit |

Please note that if you have more than one DB Secure Authenticator active, you wont be able to
login with any of the devices. All the devices have to be activated again

Reset DB Secure Authenticator

Your username is submitted successfully

Please check your registered email for next steps. In case your user profile is not efigible for pin
self-reset option, you will not receive an email and we advise you to contact your known service

desk

(o]

Internet Search »

Updates

Security Notification

The media has reported on a
security breach affecting
encryption software
“OpenSSL" We have updated
your access certificate as a
precautionary measure

To this end, we kindly also ask
you to change your Password
for security reasons,

Infermet Search .

Updates
Security Notification

The media has reported on a
security breach affecting
encryption software
“OpenSSL” We have updated
your access certificate as a
precautionary measure.

To this end, we kindly also ask
you to change your Password
for security reasons

Updates
Security Notification

The media has reported on a
security breach affecting
encryption software
“OpenSSL" We have updated
your access certificate as a
precautionary measure

To this end, we kindly also ask
you to change your Password
for security reasons
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8.3. Confirm the reset of the DB Secure Authenticator

Click the button “Yes, | confirm” to confirm the rest of the token.

Confirmation to reset your DB Secure Authenticator

B € Reply | % Reply Al > Forward aee
db-directalerts@db.com ® k Bl &

o isht F 117297302 1225 PM
Q e are prol w this message is displayed, dick here to view it in 2 web browser.

Deutsche Bank

Autobahn

Dear dbsa_0069 user_0D&3,

We have received a request to reset your DB Secure Authenticator which was being used for username dbsa_0069@test.com. Was this request sent by you? If so please confirm by clicking the button below
50 that we can proceed further.

Please note that If you have more than one DB Secure Authenticator active; you won't be able to login with any of the devices, All the devices have to be activated again.

Deutsche Bank Ounistie Dank Qo
Authentication Gateway

Services  Help  Language Settings Infernet Search  »

You are here: Services = Resat DB Secure Auihentcator

Login Reset DB Secure Authenticator
System Requirements

Reset DB Secure Authenticator Updates

Security Notification

Order DB Secure Authenticator  Youre all set!

Change Password

Forgot Password?
sent to your email account
Register Security Device

Self-Diagnostic Tool

Download

8.4. Deactivate your actual tokens (software or hardware)
You would have received a new welcome email providing instructions on how to reset your DB
Secure Authenticator.

To reset the DB Secure Authenticator Mobile App, please uninstall and re-download the app.

If you are using a DB Secure Authenticator hardware token, please enter an incorrect PIN five times
to reset the token.

8.5. Re-activate your actual tokens (software or hardware)

To reactivate your token, please follow the steps displayed in the welcome email, and the steps
captured in section 3 and section 4 of this user guide.
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This user guide is for information purposes only and is designed to serve as a general overview
regarding the services of Deutsche Bank AG, any of its branches and affiliates. The general
description in this user guide relates to services offered by Corporate Bank of Deutsche Bank AG,
any of its branches and affiliates to customers as of April 2025, which may be subject to change in
the future. This user guide and the general description of the services are in their nature only
illustrative, do neither explicitly nor implicitly make an offer and therefore do not contain or cannot
result in any contractual or non-contractual obligation or liability of Deutsche Bank AG, any of its
branches or affiliates.

Deutsche Bank AG is authorised and regulated by the European Central Bank and the German
Federal Financial Supervisory Authority (BaFin). With respect to activities undertaken in the UK,
Deutsche Bank is authorised by the Prudential Regulation Authority. It is subject to regulation by
the Financial Conduct Authority and limited regulation by the Prudential Regulation Authority.
Details about the extent of Deutsche Bank AG’s authorisation and regulation by the Prudential
Regulation Authority are available from Deutsche Bank AG on request.

Copyright© April 2025 Deutsche Bank AG.

All rights reserved.



